The difference expansion based (DE-based) 
Introduction
Nowadays, applications of 2D vector maps have been increasing rapidly. For the purposes of copyright protection, integrity authentication, or secret c ommunication, etc., the t echnique of data hiding has been introduced i nto 2D vector maps(e.g., [1] - [3] ). However, due to the strict application requirements of vector maps, modifications to map data are generally undesired. Therefore, reversible schemes are more appropriate for hiding data in vector maps because the distortions can be removed after the hidden data have been extracted [4] .
Despite the fact that quite a few irreversible and reversible data hiding algorithms for images have been proposed(e.g., [5] - [11] ), few works have focused on the reversible data hiding algorithms for 2D vector maps. M. Voigt et al. [ 12] first proposed the method of reversibly hiding data in vector maps. They hide the data by modifying the integer discrete cosine transform (DCT) coefficients of the map coordinates. The d istortion controlling mechanism in their scheme seems to be co mplex since t he scheme is realized in the transform domain. XiaoTong Wang et al. [4] presented two reversible data-hiding schemes based on the idea of difference expansion(DE). The two proposed schemes suit different types of maps respectively, and show good performance, both in capacity and invisibility. In addition, the two schemes are strictly reversible. But the r obustness of the two schemes is very weak. They can only resist distortions with very low amplitudes and they are fragile to map simplification and interpolation, which could destroy the synchronization of the data extraction. Low robustness of the two schemes implies that it could be a limitation for robust watermarking applications. So, the potential applications of the two proposed schemes may include map data authentication, secret communication, and so o n. Difference expansion transform, invented by Tian [9] , is an outstanding reversible data-hiding scheme in terms of high embedding capacity and low distortion in image quality. There are different variants or extensions of the DE-based reversible steganographic method (e.g., [8] , [13] ).
x and 2 x are first transformed into d and m by (1 
Reversible embedding scheme based on coordinates
The coordinates of a vector map should be first transformed to integers. Next, the transformed map is divided into N vertex pairs. Every pair contains two adjacent vertices. For example, a map object (a polyline or a polygon) composed by vertices 1 M M can be denoted as follows: 
The scheme uses (3) to check the suitability of all N vertex pairs and then generate an N -length flag F to record the results: should not be discarded. The sche me collects all replaced original LSBs into a bit sequence L to avoid information loss. Both F and L are necessary information which wi ll be n eeded for data recovering. As a result, they will be embedded into the cover map as a part of the hidden data.
where 2 ( ) L  is the Euclidean distance. The effect of embedding on the histogram of differences is analyzed as follows. Fig. 5 i s the hidden message embedding scheme by applying difference expansion, and scheme in Fi g. 6 i s by replacing LSB. Let  be the ratio between the number of blocks containing secret bits and the total number of blocks. The data to be hidden can be viewed as a random bit stream since they are usually encrypted before embedding.
Let the difference expansion embedding condition be 
, then all the ds had been embedded only by applying In the reversible data hidin g scheme based on Manh attan distance difference(distance-based scheme), according to Equation (5) and (6), we can work out the detail embedding conditions (7~10) for most of embedding units which is related to the precision tolerance  of the original map. Based on these embedding conditions, we can select the suitable units of the original map to be embedded by applying difference expansion.
Quadrant 
In addition, for most of embedding units, conditions (7~10) are approximately equivalent to
when  meets the condition (12): Actually, for practical vector maps, most embedding units both meet the condi tion (11) and the condition (12) . Taking the lake vector map (Fig.1) for example, 91.657% units both meet the condition (11) and the condition (12) . So, there is no harm in using Equation (11) 
Revealing the presence of secret data
In order to reveal the presence of secret data, we consider 
There is no harm in assuming that ( 1)
With the similar principle, we can also obtain Equation (26) and (27).
Then, combining Equation (24)~(27) and Equation (13) 
For example, x-coordinate difference , y-coordinate difference , an d Manhattan distance difference histograms of the stego-map (Fig.1 is the original vector map) containing embedded data in all usable blocks (i.e. 
 
It is obvious that if a received map is clea n, the histogram of coordinate or Manhattan distance differences should be approximatively smooth without prono unced gaps. O n the o ther hand, if the received map contains embedded data, gaps will occur in the histogram of coordinate or Manhattan distance differences.
Moreover, because Equat ion (24) is depended on the assumption ( 1)
the distance-based scheme, the assumption ( 1)
generally induces more error than the coordinate -based scheme. Equation (26) has the same situation as Equation (24).
Furthermore, to a stego-map, we don not know whether H and L are odd or even, but we can get H and L through studying values of
H h H h H and
, and 
Estimating the embedding rate and the length of hidden data
Furthermore, the embedding rate and the length o f hidden data can be esti mated from the coordinate or Manhat tan distance difference histogram of the received stego-map, 
Because the coordinate or Manhattan distance differences approximately follow the Laplace distribution, there is no harm in assuming that (1) ( 1) h h   , so, according to Equation (18), we have:
Thus, the estimated embedding rate E  can be got as follow:
Because:
it is easy to know that:
Len be the es timated length of embedded data by applying difference expansion, i.e. the payload size; Let E LSB Len be the estimated length of embedded data by replacing LSB, and let TE be the total number of suitable embedded elements. Then, we have:
Additionally, according to Equation (13), (18) 
and With the similar principle, we can also estimate:
Len and E LSB Len are obtained as follow:
Experiments and results
A river map, a region map, two road maps, and the lake map( Fig.1 ) are used as the original maps, respectively, to test the s teganalysis performance against the two reversible data hiding schemes. The river map, the region map, and the two road maps are shown in Fig.13 . Table 1 Table 3 . Actual and estimated parameters of embedded data using y-coordinate-based scheme when Table 5 . Actual and estimated parameters of embedded data using x-coordinate-based scheme when 0.5 Table 7 . Actual and estimated parameters of embedded data using distance-based scheme when 0.5 As we know, the above estimation results are based on the assumption: the data to be hidden can be viewed as a random bit stream (i.e. the proportion of 0 or 1 is 1/2.) since they are usually encrypted before embedding. But unlike a image(e.g. 512 512  ) which has enough usable blocks used for data embedding in statistical sense, most practical maps have n ot enough usable blocks to meet the condition: the proportion of embedded 0 or 1 is 1/2. Thus, although the estimation in Table 2 
Conclusion
This paper focuses on th e steganalysis scheme against reversible data hi ding schemes (coordinate-based scheme and distance-based scheme) for 2D vector maps based on difference expansion. This paper's scheme is effective not only to reveal the presence of secret data, but also to estimate the embedding rate and the len gth of hidden data. The f ollowing conclusions can be dr awn from the above theory analysis and computing results:1) Maps having more usable embedding blocks could result in high steganalysis accuracy; 2) For dif ferent stego-maps , w e must choose different proper thresholds H  and L  to find gaps in the difference histograms of stego-maps; 3) The idea of the proposed schemes is applicable to the vector maps represented by polygons or polygonal lines. Moreover, it is possible to extend the scheme to some other data sets, e.g., 3D polygonal meshes, or images. One of our future works is to propose a modified DE-based reversible data hiding scheme which avoids occurrence of the above-mentioned gaps in the difference histograms of stego-objects.
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